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SHU111 Technical Report Writing
Prerequisite: None

The basic rudiments of report writing; The rationale for report writing; the structure
of reports; and such details as physical appearance and linguistic style; In addition to
writing reports; student will also be given supplementary exercises as well as applied
project to enhance their general writing skills.

SHU121 Human Rights
Prerequisite: None

Definition of human rights — historical development of the concept of human rights —
culture relativism versus universally accepted human rights standards — various
human rights: personal, political, civil, social, economical ...etc. — covering human
rights within official international organizations — influence of business and global
economic restructuring on human rights — monitoring human rights — human rights
violations.

SHU124: Critical Thinking
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Prerequisite: None

Determine the position of critical thinking among the forms of human thinking and
its different levels and patterns — Know what critical thinking is and its different skills
— Discover common mistakes in thinking — Set the criteria for critical thinking —
Discriminate between correct and incorrect thinking patterns — Apply critical thinking
skills in different life situations — Apply critical and logical thinking in solving
problems and making various decisions — Identify the validity of the arguments, and
their strengths and weaknesses — Detect logical fallacies in thinking — Apply critical
reading skills on what he reads in various fields — Apply critical thinking skills on
what he receives from news and opinions via various mass media — Determine the
nature of propaganda and media methods — Apply critical thinking skills to confront
the media.
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SHU112 Soft Skills

Prerequisite: None

Covers both oral and written communication, as well as creative thinking. How to
communicate with diverse audience orally, including: listening, presentation skills,
interviewing, conducting meetings, negotiation interpersonal communication, in
addition to intercultural communication. Written communication through letters and
business/research reports. For the creative thinking component, students will learn to
understand meta-cognition (thinking about thinking). The course includes Edward do
Bono's CoRT (cognitive research trust) program of learning thinking, Vertical and
lateral thinking approaches and Creative thinking tools like Brainstorming, Tony
Buzan's Mind mapping and Edward do Bono's Six Thinking hats.

SHU122 Fundamentals of Sociology
Prerequisite: None

Basic concepts — Basic examination of major theoretical perspectives, Structural
functionalism, Symbolic interactionism, conflict theory — Types of Society: Tribal,
agrarian, industrial, Post-industrial — Culture — Social networks — Social institutions
— Deviance — Education — Religion — Race and ethnicity — Social class — Socialization
— Gender identity — Social construction of the family — Community — Health —
Social processes — Social change — Social Problems — Social demography.

SHU123 Fundamentals of Psychology
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Prerequisite: None

Research methods; social and emotional development; neurobiological foundations
of behavior; learning; memory; personality; stress and its effect on well-being;
abnormal behavior and pathology, and social psychology; Abnormal behavior. It also
introduces the general principles of psychology as they are applied to work,
relationships, and self. Includes perception, learning, development, motivation,
emotion, therapy, communication, attitudes.

SHU131 Fundamentals of Economics
Prerequisite: None

Concept of economics - the economic problem. Theory of demand including: utility
theory, theory of production, theory of cost, theory of firm including: pricing theory
- Economics of education - Economics of science and technology - Economics of
automation including: computerization.

SHU132 Marketing & Sales
Prerequisite: None

Define marketing; Marketing process; Market analysis: customer base; competition;
Best practices and lessons learned; Business research and forecasting tools and
techniques; Trend analysis: economics; social; political; environmental; technology;
Technology assessment practices and techniques; Presentation skills; Sales and
advertising practices; Customer satisfaction strategies; Marketing and branding
techniques; Product portfolio analysis; Global trade and international operations;
Pricing strategies. Managing marketing through: customer relationships; social
responsibility; marketing ethics. It emphasizes E-Commerce Application and
Implementation through Business Models and Technology Essentials.

SHU233 Fundamentals of Management

Prerequisite: None

History of Management, planning, fundamentals of planning, making decisions,
strategic planning, plans and planning tools. Organizing and managing human
resources. Influencing, leadership, controlling. Production management and control.
Quality management. Management of service industries, accounting for risk, and
economic analysis.
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SHU234: Entrepreneurship
Prerequisite: Critical Thinking

Understand the meaning of Entrepreneurship, its importance to the Entrepreneur and
to the economy — Know the importance of an entrepreneurial idea, the means and
sources of generate this idea — Identify the characteristics, aptitudes, and
qualifications of effective Entrepreneur — lIdentify different areas and fields that
Entrepreneur can choose among them to start his project — Prepare a feasibility study
for the project — Formulate a strategic/business plan for the project — Manage the
project professionally — Know the organizations that support and incubate the
entrepreneurial projects.

SHU129: Selected Topics in Humanities
Prerequisite: None

This course aims at introducing students to interesting topics in humanities that need
to be identified in a responsive manner to current time.
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SMA111: Math-1
Prerequisite: None

Functions — Limits and Continuity — Definition of the derivative —Higher order
derivatives — the chain rule — differentials — implicit differentiation — parametric
differentiation — nth derivative of a function and Leibentiz theorem. Roll's theorem
and the mean value theorem — Taylor and Maclaurin series — Indeterminate forms and
L Hopital rule. Maximum and minimum values — curve sketching. Anti-derivative
and Standard Integration Integral. Analytic Geometry: straight line — Conic Sections
— Solid geometry.

SMA112: Discrete Mathematics
Prerequisite: None

Foundations of discrete mathematics as they apply to computer science — focusing on
providing a solid theoretical foundation for further work. Topics include functions —
relations — sets — simple proof techniques — Boolean algebra — propositional logic —
digital logic — elementary number theory — fundamentals of counting.




SMA113: Math-2
Prerequisite: Math-1

Techniques of integration- Definite integrals—the fundamental theorem of calculus —
improper Integrals - Area between curves — solids of revolution — arc length — surface
areas of revolution. Partial Differentiation. First Order Differential Equations —
Second and Higher Order Linear Ordinary Differential Equations. Multiple Integrals.
— Line and surface integral. Sequences and Infinite Series: Tests of convergence and
divergence — Alternating series — Power Series.

SMAZ214: Math-3
Prerequisite: Math-2

Matrices: Properties and Algebraic operations — Solution of linear systems of
equations — Eigen-value problem: Model matrix and similarity — Cayley-Hamilton
theorem and its applications. Harmonic analysis: Real and Complex Fourier Series —
Half range and Quarter range expansions. Fourier Integral Transform. Laplace and
Inverse Laplace Transforms: Properties and Applications.

ST121 Probability and Statistics - 1
Prerequisite: Math-1

Define statistics (types of data — types of statistics — population versus sample-
Measurement’s levels) — Describing Data (Frequency tables — Graphic Presentation —
Numerical Measures — Displaying and Exploring Data) — Survey of Probability
Concept (Rules of probability — Conditional probability- Total Probability Theory and
Bays Rule) — Random Variables and its probability distribution with some properties
— Discrete probability distribution (Binomial — Poisson — Negative Binomial —
Geometric- Hyper geometric) — Continuous Probability distribution (Normal —
Exponential).

ST222: Probability and Statistics-2
Prerequisites: Probability and Statistics-1

Sampling Distribution (distribution of mean) — Central limit theorem — Concept of
estimation theory — Point estimation — some properties (maximum likelihood method
— Moment method) — Interval estimation (population mean and variance — two
population mean and variance) — concept of testing hypothesis (population mean and
variance — two population mean and variance) — chi-square test — Introduction to
Correlation and Regression.
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SIT111 Electronics-1

Prerequisite: None

Basic ideas; Electrostatics; Columb’s law; Gauss law; Potential; Capacitors; Electric
current; Resistors; Kirchhoff,s law; Magnetic field and forces; Induction and
inductors; Basic circuit theory and circuit analysis; Fundamentals of three phase
circuits and transformers.

SIT213 Logic Design
Prerequisite: Electronics-1

Basic logic concepts: Logic states, number systems, Boolean algebra, basic logical
operations, gates and truth tables. Combinational logic: Minimization techniques,
multiplexers and de-multiplexers, encoders, decoders, adders and subtractors,
comparators, programmable logic arrays and memories, design with MSI, logic
families, tri-state devices. Sequential logic: Flip flops, mono-stable multi-vibrators,
latches and registers. Counters.

Baaling As b (¥4) dpuibsl il agle ¥_Y
24 LAy <Rl
1S dacidia 4 ) Baalins Aol (YT

SCS111 Fundamentals of Computers
Prerequisite: None

Introduction to computer and information systems. Types of computers. Computer
hardware and software components. Data representation and number systems.
Introduction to networking. Introduction to internet, hardware and software
components for internet access. Algorithm development, algorithm representation,
stepwise refinement, problem solving tools. Introduction to specialized application
areas.

SCS112 Structured Programming
Prerequisite: Fundamentals of Computers

Structured program development: problem solving decision structure, repetition
structures. Top-down and stepwise refinement. Subprograms: Procedures and
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functions. Structured data types: one—-dimension arrays, sets, records, files: text files,
random handling files. Dynamic data structures (pointers). Recursion.

SCS213 Object Oriented Programming
Prerequisite: Structured Programming

Introduces the concepts of object-oriented programming to students with a
background in the procedural paradigm. The course begins with a review of control
structures and data types with emphasis on structured data types and array processing.
It then moves on to introduce the object-oriented programming paradigm, focusing
on the definition and use of classes along with the fundamentals of object-oriented
design. Other topics include an overview of programming language principles, simple
analysis of algorithms, basic searching and sorting techniques, and an introduction to
software engineering issues.

SCS214 Data Structures

Prerequisite: Object Oriented Programming

In addition to the traditional representations of Abstract-Data-Types (ADT) of various
data structures (such as stacks, queues, linked lists, and trees), this course presents
modern implementations of the same structures using the Standard-Template-Library
(STL): sets, bags, maps, pairs and iterators. Hashing and Hash Tables. On the other
hand, this course presents numerous sorting and searching algorithms.

SCS241 Operating Systems
Prerequisite: Data Structures

Types of operating systems. Operating Systems structures: system components and
services, virtual machines. Process management: CPU scheduling: Scheduling
concepts, performance criteria, scheduling algorithm. Memory organization and
management for single user and multi-user system. Secondary storage management,
Disk scheduling, virtual memory.

SCS251 Fundamentals of Software Engineering
Prerequisite: Structured Programming

History of computing and software engineering. Principles of professional software
engineering practice and ethics. Societal and environmental obligations of the
software engineer. Role of professional organizations. Intellectual property and other
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laws relevant to software engineering practice. High level coverage of the complete
software development lifecycle.

SCS316 Algorithms Analysis & Design
Prerequisite: Data Structures

Algorithm concept: Analysis and complexity. Design methods, divide and conquer,
binary search, merge sort, quick sort, selection, matrix multiplication, the greedy
method. Dynamic programming: shortest paths, optimal search trees. Backtracking.
NP-hard and NP-complete problems.

SCS331 Computer Architecture
Prerequisite: Logic Design

Design of a basic computer; Design concepts of Processors; Design of channels and
controllers; Interconnections; Memory structures and design; Memory management;
Cache memory systems; Firmware design; Reliability; Testing and fault tolerance;
CISC computers; RISC computers; Computer interfacing; Design of network
interface cards; Examples of computer architecture.

SI1S211 Database Systems
Prerequisite: Object Oriented Programming

The main objective of this course is to provide students with the background to design,
implement, and use database management systems. Topics Include: Evolution of
database management systems, Relational Data Model and Relational Algebra,
Structured Query Language, Entity Relationship Modeling and Design, ERM to RM
Conversion, Tables Normalization, Forms / Reports / Menus Implementation
successful completion of this course, students will have the skills to analyze business
requirements and produce a viable model and implementation of a database to meet
such requirements.

SI1T221 Data Communication
Prerequisite: Electronics-1

Concepts — terminology — types of data — types of signals — data communication
models — data transmission techniques — information theory — information sources —
information measures — data encoding and decoding — transmission media types and
characteristics — transmission impairments — analog and digital transmission —
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multiplexing techniques — Antennas: types, radiation patterns, antenna gain —
Propagation models — Impairments — Fading in wireless environment — Multipath.

SIT237: Signal Processing
Prerequisites: Math-3

Introduction to continuous time and discrete time signals and systems — linear time
invariant systems — Fourier transform for continuous and discrete time signals —
sampling theorem — Z-transform — Discrete Fourier transform — Fast Fourier
transform — Structural representations of digital filter — Digital filter design problems.
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SCS361 Artificial Intelligence

Prerequisite: Data Structures

Knowledge Representations: Predicate Calculus, Structured Representations,
Network Representations. State Space Search: trees and graphs, heuristic search,
model based reasoning, case-based reasoning, reasoning with uncertain or incomplete
knowledge. Overview of Al languages, Overview of Al Application Areas.

SCS317 Concepts of Programming Languages
Prerequisite: Data Structures

A study of the syntax and semantics of a diverse set of high-level programming
languages. The languages chosen are compared and contrasted in order to demonstrate
general principles of programming language design. The course emphasizes the
concepts underpinning modern languages rather than the mastery of particular
language details. Programming projects will be required.

SDS211 Introduction to Operations Research
Prerequisite: Fundamentals of Computers

An overview of operations research, the methodology of mathematical modeling,
scientific methodology, linear programming; the graphical, algebraic, and simplex
solutions; duality, sensitivity analysis and applications; integer programming and
solutions; networks.
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SDS321 Project Management
Prerequisite: Structured Programming

Software processes: standards, implementation, and assurance. Project management
with a focus on requirements management and long-term evolution: Eliciting and
prioritizing requirements, cost estimation, planning and tracking projects, risk
analysis, project control, change management.

S1S281: Fundamentals of Information Systems
Prerequisites: Fundamentals of Computer Science

The business: components, environment — management functions and considerations
— information systems: types, components, importance, role in organization —
information technology and its impact on information systems — IS development
cycles — information age — information society — IT indicators and the digital divide
— contemporary applications of IT in IS: E-business, E-commerce, E-government, E-
learning.

SIT112 Electronics-2
Prerequisite: Electronics-1

Fundamentals of semiconductor devices; P-N Junction diode, Bipolar junction and
field effect transistors structures; Semiconductor devices and circuits; Fundamentals
of filters; Power supply and Rectification; Amplifiers; Integrated Circuits and VLSI;
Introduction to digital circuits.
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SIT222: Computer Networks-1
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Prerequisites: Data Communications

WANSs: Definitions — classifications — architecture — standards — applications — OSI-
TCP/IP models — switching techniques — flow control — error detection and correction
— congestion control — routing — internetworking. LANS/MANSs: Definition —
transmission media —topologies — architecture — LLC protocols — MAC protocols —
internetworking. Ethernet: frame, MAC protocol, fast Ethernet, gigabit Ethernet —
Software-Defined Networking (SDN).

SIT325: Wireless and Mobile Networks
Prerequisites: Computer Network-1

Satellites: orbits types, geostationary satellites, LEO satellites, MEO satellites, angles,
footprint — capacity allocation — Cellular networks: definition, architecture, frequency
reuse, mobile functions, handoff, power control — main architecture — last generation
architecture — Ad-hoc networks: definition, problems, MAC protocol, routing, energy
management — Wireless Local area network — WLAN standards

SIT326: Optical Networks
Prerequisites: Computer Networks-1

Basics of optical technologies — SDH-SONET technology — wavelength division
multiplexing (WDM) technology — optical fiber transmission — optical transmitters/
receivers/ filters — optical amplifiers — WDM local area networks — optical WDM
access networks — optical metro network — routed optical network — optical switching
— optical multicasting.

SIT351: Networks and Web Programming
Prerequisites: Computer Network-1, Object-oriented Programming

Internet TCP/IP suit — Network Application Programming Using Socket
Programming — World Wide Web: Client-Server over Internet — Browser Software —
Web Programming: JavaScript, PHP — Data over the Web: XML, WML — Web
Enabled Applications: MySQL, Developing tools.

SIT452: Cloud Computing and Network Virtualization
Prerequisites: Computer Networks-1

Characteristics of distributed systems and networks — System Model — Interprocess
communication — Distributed objects — Synchronization — Transaction and
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concurrency control — Distributed transactions — Distributed shared memory. Cloud
Computing Definition — Cloud Services — Cloud Hosting — Characteristics of Cloud
Computing — Independent resource pooling — Cloud Categories — Cloud Delivery
Models — Cloud Architectural Models: Design for Failure (DFF), Traditional Cloud
Architecture — Infrastructure Limitations.

SIT271: Cryptography
Prerequisites: Discrete Mathematics

Introduction to Cryptology — Elementary number theory — Group Theory — Fields
and Finite Fields — Polynomial finite fields and Galois fields — Discrete Logarithm
Problem and Diffie-Hellman Key Exchange — Integer Factorization and RSA —
Stream and block Ciphers — Public key cryptography — Digital Signatures — Hash
functions and message authentication codes — Key establishment.

SIT381: Fundamentals of Cyber Security
Prerequisites: Cryptography

Introduction to Cyberspace and Cyber security — Cyber security and the Link to
Systems — Aspects of Cyber security Management (e.g., policy vs. technical
measures, reactive vs. proactive, ad hoc vs. standards, best practices, laws) — Web
security — e-mail, Botnet — Malware — Social engineering attacks — Privacy — Digital
Rights Management. Systems Engineering Security — Vulnerabilities of Systems —
Business Sector Specific Security Requirements — Vulnerability Scanning —
Passwords & Password Cracking — Policies — Laws — Standards — Procedures —
Guidelines — Encryption and Hashes — Key Security Standards — Frameworks &
Common Criteria for Designing Secure Systems — Smartphone Analysis &
Engineering.

SIT345: Computer Security and Privacy
Prerequisites: Cryptography

Introduction to Computer Security and Privacy — Software Security — Virus and
malicious codes — Secure programs — Operating Systems Security — Objects and
methods security — Access control — Trusted operating system design — Database and
Data Mining Security — Privacy in Computing — Internet Privacy — Legal and ethical
Issues in computer security.

SIT446: Networks and Mobile Security
Prerequisites: Computer Security and Privacy
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Review of cryptographic primitives — PKC encryption and digital signature — Secret
key encryption — Secret splitting and secret sharing — Advanced Security Protocols —
Undeniable digital signatures, proxy signatures, group signatures — Zero-knowledge
proofs and blind signatures — Digital certified mails — Key length and key
management — Symmetric and public key length — Security Research Directions in
mobile and wireless networks — Appling and computing Trust in mobile and wireless
networks — Anonymous MAC and routing protocols in mobile Ad Hoc networks —
Recent researches in Wireless and mobile network security.

SIT455: Secure Programming

Prerequisites: Computer Security and Privacy

Secure programming: design — implementation and maintenance — Software threat
modelling — issues in software authentication and authorization — auditing for security
- input sanitizing — TOCTOU vulnerabilities — memory management issues — fixing
vulnerabilities and patch distribution — Exploiting and securing vulnerabilities in
Java/C++ applications.

SIT472: Digital Forensics
Prerequisites: Fundamentals of Cyber Security

Introduction to basic computer forensic principles — Introduction to computer forensic
tools (EnCase, FTK, Hex editors, etc.) — Collecting digital evidence in an objective
way, while maintaining the chain of evidence — understanding disk architecture and
disk-based Investigations — Conducting a simple computer forensic investigation —
Creating a read only bitwise copy of a storage device — The importance of deleted
files and the artefacts left by the Windows OS — Crime scene management with
regards to collecting and preserving digital evidence Mobile phone forensics and cell
site analysis — Advanced Windows registry — Advanced File Systems, OSs and
platforms, NTFS vs. FAT32 vs. UNIX file systems and data storage Law and Ethics.
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SIT324: Computer Network-2
Prerequisites: Computer Network-1
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Data center networking — Switch fabric technology — Cloud data center network
topologies — Data center networking standards — Network virtualization — Storage
networks — Software defined networking — High performance computing networks.

SIT427: Network Performance and Evaluation
Prerequisites: Computer Network-1, Object-oriented Programming

Introduction to NPE techniques, metrics and tools — sampling hypothesis testing —
modeling — visual display of quantitative data — workload modeling — network
management issues and tools — time Markov chain — single and multiple server query
theory — operational analysis — simulation — verification and validation — input
modeling — output analysis — comparing systems.

SIT428: Wireless Sensor Networks
Prerequisites: Wireless and Mobile Networks

Sensor node hardware and operating system — configuration — applications —
communication patterns - data gathering — sensor medium access control (MAC)
protocol — localization — routing: indicator based, indicator free — power management
— Security issues.

SIT429: Communication Technology
Prerequisites: Computer Networks-1

Core technologies used in designing various types of communication systems — Main
principles of current and emerging technologies used in wireless and optical
communication systems — Internet of Things (IoT) — Software Defined Networks
(SDN).

SIT453: Mobile computing
Prerequisites: Computer Networks-1

Basic concepts and principles in mobile computing: major techniques involved —
networks & systems issues for the design and implementation of mobile computing
systems and applications — key components and technologies involved — build mobile
applications.




SIT454: Grid Computing
Prerequisites: Computer Networks-1

Network computing: internet computing, cluster, grid, meta computing and
middleware computing — grid monitoring: tasks, types, architecture, components —
web and grid services — grid information system — grid resource management — grid
scheduling — grid security system — grid enabled workflow system — semantic grid —
knowledge grid.

SIT415 Embedded Systems
Prerequisite: Computer Architecture

Definition of embedded systems — embedded systems versus standalone systems —
constraints — concepts — time scale — applications — hardware/software functional
partitioning — relevant hardware technologies — software environment — system
architecture — pipelining — interrupt service routines — software structure: ISRs,
polling, semaphores — evaluating system performance: correctness, speed — profiling
system performance — performance optimization: optimizing compilers, Pareto
principle — future directions.

SIT416: Real Time Systems

Prerequisites: Computer Architecture

Definition — applications — hard versus soft real time systems — reference model of
real time systems — commonly used approaches to hard real time scheduling — clock
driven scheduling — priority driven scheduling — scheduling periodic and sporadic
tasks — multiprocessor scheduling and resource access control — scheduling flexible
computations and tasks with temporal distance constraint — real time communication
— real time operating system — real time programming.

SIT333 Computer Graphics
Prerequisite: Object Oriented Programming

Introduction to Computer Graphics; Overview of Graphics systems; Line drawing
algorithms; Circle drawing algorithms; Ellipse drawing algorithms; Area filling
algorithms; Polygon filling algorithms; Line clipping algorithms; Polygon clipping
algorithms; Two dimensional transformations; (translation — rotation — scaling —
general transformations — composite transformations) ; Three dimensional object
representation and Projections; Three dimensional modeling and transformations
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(translation — rotation — scaling — sheer — reflection — composite); Three dimensional
Viewing and Camera Model.

SIT435: Image Processing
Prerequisites: Signal Processing

Concepts — image model — sampling and quantization — basic relationships between
pixels — histogram analysis — gray level transformations: linear, nonlinear — frequency
domain analysis — spatial and frequency domain filters: smoothing filters, sharpening
filters — segmentation and classification techniques — Homomaorphic operation.

SCS466 Semantic Web

Prerequisite: Networks and Web Programming

This course introduces techniques that are useful stand-alone and can be integrated
for building a semantic web. It will cover Introduction to the Semantic Web,
Structured Web Documents and Resource Description Framework, Programming
with RDF/XML, Web Ontology Language: OWL, Logic Reasoning for the Semantic
Web, Programming with Ontology, Semantic Web Applications.

SCS471 Distributed Systems
Prerequisite: Operating Systems, Computer Architecture

Emphasizes on the techniques for creating functional, usable, and high-performance
distributed systems. One goal of the course to give students an understanding of the
principles and techniques behind the design of distributed systems, such as
concurrency, locking, scheduling, and communication across the network. Other
topics include teaching scarcity, concurrent programming, and protection from
accidental and malicious harm, and the use of instrumentation and monitoring tools
in problem solving.

SIT495: Selected Topics in Network Technology -1
Prerequisites: Computer-Networks-1

It is a Topic that is not included in the curriculum and is needed by the program. It
should be suggested as an elective course by the department.

SIT496: Selected Topics in Network Technology-2
Prerequisites: Computer-Networks-1
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It is a Topic that is not included in the curriculum and is needed by the program. It
should be suggested as an elective course by the department.

SIT473: Advanced Cryptography
Prerequisites: Cryptography

Elliptic curves arithmetic — Point counting — Hyper elliptic curves — Weil descent
attack — Elliptic Curves security protocols — ECDSA — ECHD - ECMQV -
Applications for Elliptic curves Cryptography — Side-channel analysis — Defense
against side-channel analysis — Pairing based techniques — Pairings — Identity based
encryption — Applications and infrastructure.

SIT474: Cryptanalysis
Prerequisites: Cryptography

Introduction to cryptanalysis — General Cryptanalytic Methods — Brute-Force —
Time/Space Trade-offs — Rainbow Tables — Slide Attacks — Cryptanalysis of Hash
Functions — Cryptanalysis of Random Number Generators — Linear Cryptanalysis —
Matsui's Algorithms — Linear Expressions and Key Recovery — Differential
Cryptanalysis — S-Box Differentials — Differential-Linear Cryptanalysis — Higher-
Order Differentials — Boomerang Attack.

SIT482: Pattern Recognition for Cyber Security
Prerequisites: Fundamentals of Cyber Security

The Role of ML and Al in Security — Understanding Al, ML, and Automation —
Focusing on the Threat of Malicious Bots — Al and ML on the Security Front: A Focus
on Web Applications — Al and ML on the Security Front: Beyond Bots — ML and Al
Case Studies — Al, ML and Managed Security Service Providers.

SIT483: Cyber Security for Internet of Things
Prerequisites: Fundamentals of Cyber Security

0T devices and network security — Security and privacy in the 1oT — Privacy and
ethics in 10T — Threats, attacks and vulnerabilities Security challenges in 10T —
Safeguards and protection overview for loT — Ethics and data collection — Ethics in
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0T design, build, implementation and beyond — Securing 10T for health — Activity
trackers, employers and employees Insurance, assistive devices and ethical data
sharing — Enabling I0T devices and systems to make ethical decisions — 10T Reference
model with Security.

SIT484: Enterprise Server Management and Security
Prerequisites: Computer Security and Privacy

Manage local and remote users and security groups — Configure network interfaces
and routing for security — Installation and configuration of DHCP service and cache
—only DNS service — Installation and configuration of FTPS and HTTPS services —
Installation and configuration of MAIL service and authentication mechanisms —
Linux router/firewall & installation and configuration of a network — Configure
advanced security mechanisms based on SELinux — Introduction to cloud systems —
OpenStack and cloud security.

SIT485: Reverse-Engineering Malware: Malware Analysis Tools and
Techniques

Prerequisites: Computer Security and Privacy

Malware Analysis Fundamentals — Reversing Malicious Code — Malicious Web and
Document Files — In-Depth Malware Analysis — Examining Self-Defending Malware
— Malware Analysis Techniques.

SIT486: Incident Response, Disaster Recovery, and Business Continuity
Systems

Prerequisites: Fundamentals of Cyber Security

Introduction and Overview of Contingency Planning — Planning for Organizational
Contingencies — Incident Response — Design, Format, and Construction of
Contingency Response Plans — Contingency Strategies for Business Resumption and
The Emergency Operations Center — Disaster Recovery — Crisis Management and
Human Factors — Business Continuity.

SIT447: Cloud Networks Security
Prerequisites: Networks and Mobile Security

Architectural Concepts & Design Requirements — Cloud Data Security — Cloud
Platform & Infrastructure Security — Cloud Application Security — Operations — Legal
& Compliance.
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SIT488: Selected Topics in Cyber Security -1
Prerequisites: Fundamentals of Cyber Security

It is a topic that is not included in the curriculum and is needed by the program. It
should be suggested as an elective course by the department.

SIT489: Selected Topics in Cyber Security -2
Prerequisites: Fundamentals of Cyber Security

It is a topic that is not included in the curriculum and is needed by the program. It
should be suggested as an elective course by the department.
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SLB311: Networking Fundamentals Lab
Prerequisites: Computer Networks-1

This course will demonstrate specified competencies in various routers, switches,
cable analyzers, smart remotes, and cable meters. Demonstrate knowledge of the OSI
reference model, the basics of network layout and function, and the elements of
TCP/IP. Set up and configure a local area network.

SLB316: Selected Labs in Networks-1

Prerequisites: Computer Networks-1

This course will cover certain selected practical tools essential for network and
information technology program (Building cloud infrastructure using VmWare
V/Sphere).

SLB417: Selected Labs in Networks-2

Prerequisites: Computer Networks-1

This course will cover certain selected practical tools essential for network and
information technology program (during this lab ITIL material)

SLB451: Ethical Hacking
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Prerequisites: Cryptography

Introduction to Ethical Hacking — Foot printing and Reconnaissance — Scanning
Networks — Enumeration — System Hacking — Malware Threats — Sniffing — Social
Engineering — Denial of Services — Session Hijacking — Hacking Web servers —
Vulnerability Analysis — Hacking Web Applications — SQL Injection — Hacking
Wireless Networks — Evading IDS, Firewalls and Honey pots — Hacking Mobile
Application Platforms — 0T Hacking.

SLB452: Computer Networks Defense

Prerequisites: Networks and Mobile Security

Computer Network and Defense Fundamentals — Network Security Threats,
Vulnerabilities, and Attacks — Network Security Controls — Protocols, and Devices —
Network Security Policy Design and Implementation — Physical Security — Host
Security — Secure Firewall Configuration and Management — Secure IDS
Configuration and Management — Secure VPN Configuration and Management —
Wireless Network Defense — Network Traffic Monitoring and Analysis — Network
Risk and Vulnerability Management - Data Backup and Recovery — Network Incident
Response and Management.

SPC498 Graduation Project
Prerequisite: 85 Credit Hours

The aim of this course is: to select one of the proposed projects by the department,
analyze the underlying problem, design and implement it, then a documentation is
written. A final presentation is required.

STR305 Field Training
Prerequisite: 60 Credit Hours

Particular emphasis is placed on the importance of practical experience and all
teaching involves industry standard hardware, software, methods and techniques.
Students asked to complete training on chosen area of specialization to be familiar
with the industry.
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